
Docket No: MS1-428US 1 of 12 Replacement Sheet 

Inventor(s): Jakstadt et al. 

Title: A System and Method for Secure Third-Party Development 
and Hosting within a Financial Services Network 



100 



1 04(a) 



114(a) 




108(a) 



Third-party 
Development 
System 



120 



Financial 
Service 
Center 



Consumer 

User 
Interface 



Secure ^ 
Development 
System 



116 



Admin/ 
Transaction/ 
Info 



- 118 



r 



Docket No: MS1-428US 2 of 1 2 Replacement Sheet 

Inventor(s): Jakstadt et al. 

Title: A System and Method for Secure Third-Party Development 
and Hosting within a Financial Services Network 




116 



214 



Application^ 



Operation 
Control 



204 



Content 
Development 
Interface 




202 



Memory 



/ 



212 



206 



208 



Validation 
Agent 



Production 
Interface 



210 



Network 
Consumer 
Interface(s) 




7^. 2/4 




2S 



Docket No: MS1 -428US 3 of 1 2 Replacement Sheet 

Inventor(s): Jakstadt et al. 

Title: A System and Method for Secure Third-Party Development 
and Hosting within a Financial Services Network 




Docket No: MS1-428US 4 of 12 Replacement Sheet 

Inventor(s): Jakstadt et al. 

Title: A System and Method for Secure Third-Party Development 
and Hosting within a Financial Services Network 



400(106/126) 



402(a) 



402(n) 



Development 
System 



• • • 



Development 
System 




410(n) 



404 



406 



BIS 



408 



Prep 
Gateway BIS 



Production 
Gateway BIS 



?<^- 4/4 



Third-party Development System 400 

402(a...n) 



410(a...n) 



Prep GW 
can be 
reconfiged 

as 
Prod GW 



1_l 




u 




u 









Production Gateway 
BIS 



4B 



Secure Dev't 
System 116 




204 



208 



Production Server 



Docket No: MS1-428US 5 of 12 Replacement Sheet 

Inventor(s): Jakstadt et al. 

Title: A System and Method for Secure Third-Party Development 
and Hosting within a Financial Services Network 



502 



504 



514 



Processing Unit(s) 



Non-volatile 
Memory 



> 
> 



Storage 
Device 



516 



Content 
Development 
Application(s) 



< — H 



« H 



402(a...n) 



Display 



y 



Input Device 



y 



506 



508 



I/O Port(s) 



Volatile System 
Memory 



A--510 



512 



jlty. 5 



Docket No: MS1-428US 6 of 12 Replacement Sheet 

Inventor(s): Jakstadt et al. 

Title: A System and Method for Secure Third-Party Development 
and Hosting within a Financial Services Network 



cm 

CO 



o 



00 

o 

CD 



CO, 
00^ 
O 
CO 



CO 

o 

CO 



O 
CO 



CNJ 
O 
CO 



t 



00| 



CO 

3 
0) 

Q 



OQ 



CM 
© 

o 
o 



o 
o 



o 
u 

< 



in 

CO 
CL 



o 

J 

d) 

(0 



CNJ 
CO 

co 



E 
o 
o 

LU 

O 



o 
o 

"D 

CM 

CO 
CO 



CO 



CM 
CD 
O 
CO 
CO 

LO 
CM 

CM 



CM 
CO 
CO 
LO 

CM 
CO 
CM 



* 
* 
* 
* 

* 



E 
o 
q 

CO 

E 
o 

© 

E 
tn 

E 



co 
co 

CM 

p 



E 
o 
o 



o 
o 
■q 

CO 

co 

CM 



CM 

co 

CD 



o 
o 
h- 
co 

00 
LO 

CM 



CO 
CO 
CM 
LO 

co 

CM 

co 



* 
* 
* 



E 
o 
o 

c 
o 

o 

@ 

> 

D) 



0) 

Q 



CM 
O 



O 
O 
"D 



CM 



CO 



CM 
00 
CM 

cn 

CM 
CM 
CO 
CM 



CM 
LO 

co 

CO 

co 



* 

* 
* 



E 
o 
o 

co 

o 
c 



CD 



• • • 



<5f 

5 



Docket No: MS1-428US 7 of 12 Replacement Sheet 

Inventor(s): Jakstadt et al. 

Title: A System and Method for Secure Third-Party Development 
and Hosting within a Financial Services Network 



Start 



I 



700 



702 



T 



Create biller development account on development 
system, registering third-party certifications (1, 2, 3, 4) 



I 



704 



Developer saves developed content to development 

system (5) 



706 



Automated validation testing of developer generated 

content (6) 



712 



Propagate third-part content files to 
production server, which promotes to 
web servers (6,7) 




708 



710 



Continue with 
development of content 
files 



714 



Update FSC with network address(es) 
to include new third-party content (8) 




716 



Simulated consumer testing 



7 



B 

724 
Development 




718 



Delete corrupted files from 
production/web servers 




722 



"7 

Promote content 

files to production 

status 



1 


complete? 

r 


Disable biller development 
account and break 
certification mapping / 




r 



726 




End 



) 




Docket No: MS1-428US 8 of 12 Replacement Sheet 

Inventor(s): Jakstadt et al. 

Title: A System and Method for Secure Third-Party Development 
and Hosting within a Financial Services Network 



> 

O 
O 

UJ 

3 



CO 

tu 

GO 



r 



800 



Navigation page - Microsoft Internet Explorer 



| File Edit View Favorites * Tools Help 



Back 



Stop Refresh Home 



Search Favorites History 



Mail " Print 



Edit 



Discuss 



| Address ]Q C:\OpsSitePages\Billerdevmainpage. htm 



TransPoint Operations Site 

Logged in as hiiterdev. 



Biller Developer Functions 



802 - 

804 — -0 Change Your Password 
806 Register Publishing Cert 
808 — \ Customize Site 
Debug 



Home Log Off 

Role; Biller Developer 



Change your ops site password. 

Register client cert used for publishing to this Service Center 
Customize areas of the site including registration, support 
Display ASP errors, Query Data Center 



©Pone, 



Local intranet:- y 



900 



ft 



Client Authentication 



m 



rrldentification- 



- v The Web site you want to view requests kfe^ffbation. 
; \ Select the certificate to use when connecting 



!Tfan$Point2 



More Info... View Certificate,.. | 



Cancel 



902 



*3 C:\OpsSitePages\BillerDevSuccessCerts.htm - Microsoft internet Explorer 



BH*][S3 



Fie ... Edit View Favorites Tools 



Back 



Stop Refresh Home 



Search Favorites % - History 



j Address |£] C:\OpsSitePages\BiHerDevSuccessCerts.htm 



TransPoint Operations Site 



Loqqed in as billerdev. 



Home Log Off 



Role; Biller Developer 



Register Publishing Cert 

Certificate was registered successfully. You can now start publishing files to the 11101 
directory on your staging server. 



m 



Done 



f«i;Loca|jrntfanet 



Docket No: MS1-428US 9 of 12 Replacement Sheet 

Inventor(s): Jakstadt et al. 

Title: A System and Method for Secure Third-Party Development 
and Hosting within a Financial Services Network 

1000 



/3 C:\GpsSitePages\BilIerDevCus(omizeSite2.htm - Microsoft Interne! Explorer ... HOD I 



j[ f k a® 3tea> S&s fa Bs& m> j 





| C: \0 psS itePagesVB fflerDevCustomizeS ite2. htm 



TransPoint Operations Site 

Loqqed in as bifferdev. 



Customize Site 



Home Log Off 

Role: Biller Developer 



Registration 



re g\d ataco 1 1 e ct. asp S I Enable I* 
The current path is reg\da1acollect.asp 

Support 



|sup por t.asp]g| Enable D 



The current path is: support.asp 



7<^. to 





102 



106(a..n) 



B1LLEAS 
WIS SITE 



1204 




t3 



Docket No: MS1-428US 10 of 12 Replacement Sheet 
Inventor(s): Jakstadt et al. 

Title: A System and Method for Secure Third-Party Development 
and Hosting within a Financial Services Network 



Start 



1102 



3 



1100 



Third-party developed 
content is loaded into 
validation agent 



1104 



Validation agent analyzes code 
comprising third-party content for 
conflicts, errors, integrity, etc. 



1108 




1106 



Generate report identifying failing 
content files and location/cause of 
failure 



1110 



7 

Instruct user that identified content 
files passed verification 



1112 



1114 



\ 



Propagate files to production server 
for consumer testing and deployment 




End 



it 



Docket No: MS1-428US 1 1 of 12 Replacement Sheet 
Inventor(s): Jakstadt et al. 

Title: A System and Method for Secure Third-Party Development 
and Hosting within a Financial Services Network 



Start 



1200 



Biller creates one or more authentication strings associated with, 
each bill, wherein the authentication strings are stored in billing 
database denoting association with bill information 



1202 



Batch bill data is sent to the FSC including a 
representation of the authentication strings and 
minimal associated bill information 



1204 



FSC receives and stores batch bill data, wherein the A 
authentication strings are associated with bill 

information 



1206 



Requesting registered user is provided with minimal bill 
detail in FSC generated summary page 




V- 1210 




/-"user requests^ 





1208 



bill detail? 



FSC redirects user's browser to billers 
web site, providing the authentication 
codes as a means of authenticating 
access to secure bill information 



1212 




1218 



A composite bill with an 
FSC component and a 
biller component (bill 
detail) is rendered within 
the browser of the user 



1216 



Biller's web site provides 
requesting user with an 
error message. 



7^. 12 




> 
a. 

O 
O 

m 

CD 

a 

1 

H 
CO 
UJ 



1404 



Docket No: MS1-428US 12 of 12 Replacement Sheet 
Inventor(s): Jakstadt et al. 

Title: A System and Method for Secure Third-Party Development 
and Hosting within a Financial Services Network 



41 f tUMMM CUtiEJ* Attittfy • ii iEitSifi?! Ifneiei Dnlsifii 



1400 




14 



1404 



»gs S3 glasses 



1500 




Detailed bill information provided from/at 

billers site 



L 1402 




1502 



15 



A 



